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VIv canh bao tinh trang lay Ian rna

dQc t&ng ti€n Ransomware

Kinh gui:
- Cac So',ban, nganh tinh D~ Nong;
- Uy ban nhan dan cac huyen, thanh pho.

Qua cong tac bao dam an ninh, an toan thong tin, Cong an tinh phat hien tinh
trang lay Ian rna dQc rna hoa dfr lieu dS t6ng tiSn Ransornware diSn ra phirc tap voi
nhieu biSn thS khac nhau gay h~u qua nghiem trong. Viec lay Ian rna d9C nay chu
ySu qua t~p tin dinh kern email gia mao.cai dat cac phan mem khong ro nguon goc,
str dung cac thiSt bi ngoai vi USB, {)cirng di dong va cac v~t rnang tin khac sao chep
dtr lieu nr cac may tinh kSt n6i mang internet voi mang noi b9 ... Tnroc tinh hinh
tren, Cong an tinh thong bao dSn cac don vi cac thong tin vS hoat dong cua rna dQc
va canh bao nguy co rn~t an ninh, an tmln thong tin nhu sau:

Ma dQc Ransornware la ph~n rnSrn d9C h~i su d\lng thu~t toan rna hoa b~t d0i
xung vai khoa cong khai "Public-key" va khoa bi rn~t "Private-key" dS rna hoa dfr
li~u nguai dung. Khi dfr li~u bi rna hoa thi chi co khoa bi rn~t tu cac d6i tm:;mgtin
t~c (a6i tU(Jngt(fOra ma &}c Ramsomware) rnai co thS giai rna duQ'c.Ngay khi ma
dQClay nhiSm vao may tinh se th\1'chi~n do quet va t\1'dQng rna hoa, d6i ten cac t~p
tin tai li~u, dfr li~u, rnQts0 biSn thS rna dQcthuQc dong nay con tiSn hanh khoa quySn
su d\lng may tinh cua nguai dung. Sau khi rna hoa dfr li~u rna dQc se dua ra thong
bao yeu c~u nguai bi h~i thanh toan tiSn (qua cac ti~n ao bitcoin, Darkweb) dS lfty
khoa bi rn~t giai rna cac t~p tin rna rna dQc da ma hoa. Thai gian va gia tri tiSn
"chuQc" duQ'crna dQcdua ra cho nguai dung my thuQc vao lo~i biSn th~ cua ma d9C
dang lay nhiSrn tren may tinh nguai dung. D~c bi~t, nghiern trQng hon dong rna d9C
nay con chuySn huang sang t~n cong vao h~ th0ng may chu va rna hoa toan bQ dfl'
li~u d~n dSn rn~t hoan toan dfr li~u va khong thS khoi ph\lc duQ'c. Cac may tinh bi
nhiSm rna dQc thuang co cac biSu hi~n nhu: cac t~p van ban duQ'c rna hoa d6i ten
ph~n duoi thanh *.docrn, *do.ccc, !RecoOveR, *.Cerber ... va khong th\1'chi~n duQ'c
b~t ky thao tac nao tren cac t~p nay; may tinh tr~m, may tinh chu bi khoa man hinh
(Locker Ransomware ho(jc Non-encrypting Ransomware) va xu~t hi~n thong bao
yeu c~u tiSn "ChuQc" ... Hi~n nay, chua co ph~n mSrn ho~c dich V\l (mg cUti S\I c6
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may tinh nao cho phep giai rna, khoi phuc dfr lieu bi rna dQc rna hoa nSu khong co

rna khoa cua tin t~c phat tan rna dQc.

Ma doc Rarnsornware lay Ian chu ySu qua cac phuong thirc nhir sau:

- Cac d6i urong tin t~c gia mao thu dien nr giri cac t~p tin dinh kern chua rna
dQc. Khi nguoi dung tai, kich hoat t~p tin dinh kern nay rna dQc se lay nhiem vao

may tinh.

- Cac d6i tuong dang, chia se cac phan mern rni~n phi da duoc be khoa (khong
co ban quyen) co chua rna dQc len cac website, sau khi nguoi dung tai cai d~t phan
rnSrn nay rna dQc se lay nhi~rn vao may tinh.

- Ngoai ra, may tinh con co th~ lay nhiem rna dQc thong qua viec kSt n6i mang
nQi bQ, qua cac thiSt bi ngoai vi nhu USB, 6 cirng di dQng va cac v~t rnang tin khac

khi sao chep dfr lieu giira cac may tinh.

Truoc tinh hinh tren, d~ tang cuang cong tac dam bao an ninh rn~ng, an to~m
thong tin, phong ngua rna dQcRarnsornware trong tinh hinh hi~n nay, Cong an tinh
£)~kNong khuySn cao cac don vi th\fChi~n rnQt s6 bi~n phap nhu sau:

1. Quan tri~t can bQcong nhan vien ch~p hanh nghiern quy dinh vS bao v~ bi
ill?t- Nha~nu6c;J._quy-ainh vS bao dam-aR-to~mthong tin; thuOng xuyen t\f ki~m tra,
danh gia vi~c tuan thu cac quy dinh bao dam an ninh, an toan thong tin.

2. Chu y canh giac voi cac t~p tin dinh kern, cac duang d~n duQ'cgui dSn qua
thu di~n tu ho~c tin nh~n, h~n chS t6i da vi~c truy c~p vao cac duang d~n nay. Tang
cuang c6ng tac quan ly vi~c su d\lng may Hnh, thiSt bi ngo~i vi, thiSt bi tin h9Ctrong

H~ th6ng quan ly, v~n hanh cua don vi·

3. Tri~n khai bi~n phap, giai phap phong ch6ng rna dQc;ki~rn soat ch~t che vi~c
cai d~t cac ph~n rnSrnvao H~ th6ng thong tin; su d\lng cac phAnrnSrn di~t virus ki~rn
tra cac t~p tin gui qua thu di~n tu, t~p tin duQ'ctai tu internet truoc khi rna, kich ho~t

cac t~p tin nay.

4. Khi phM hi~n may tinh bi nhi~rn rna dQc phai tiSn hanh cach ly ngay may
Hnh bi nhi~rn ra kh6i h~ th6ng thong tin, rn~ng may tinh nQi bQ, tuy~t d6i khong su
d\lng cac thiSt bi rnang tin nhu USB, 6 ilia cung di dQng... gifra may bi nhi~rn va cac
may tinh khac d~ tranh tinh tr~ng lay Ian. Co bao cao kip thai khi co tinh tr~ng Hiy
nhi~rn rna dQc, chu tri ph6i hQ'Pcac don vi chuc nang d~ kh~c ph\lc lIng CUuS\fc6.

5. Th\fc hi~n nghiern tuc vi~c sao lUllva bao quan dfr li~u thuang xuyen dung quy
dinh; tang cuang cong tac quan ly va dSnghi cac don vi co kSt n6i, chia se dfr li~u th\fc
hi~n nghiern cac cam kSt vS dam bao an ninh, an toan va bao rn~t thong tin.
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Cong an tinh thong bao dSn cac don vi biSt phong tranh rna dQcneu tren.' ~
Noi nh(in: T. GIAM DOC
- Nhir tren;
- Dlc Giam d6c (d8 bao cao);
- LUll: VT, PA05 (D3), 35b.
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